Motivating ISP Compliance: Climate or Sanction?

How Paternalistic Leaders Motivate Employees’
Information Security Policy Compliance? Building
Climate or Applying Sanctions
Completed Research Paper

Jiawen Zhu

Gengzhong Feng

Huigang Liang

Abstract
This paper studies the influencing mechanisms of Paternalistic Leadership in
motivating employees’ Information Security Polices Compliance. We proposed that
Sanctions and Information Security Climate can mediate the impact of different PL
dimensions. Based on survey data from 760 participants, we found that, for different
PL dimension, their influencing mechanism are different. The impact of AL dimension
is partially mediated by employees’ perception of the Sanction, while the impact of
BL dimension and ML dimension are partially mediated by employees’ perception of
the Information Security Climate. Our research extends the existing literature by
introducing the impact of specific leadership styles on employees’ ISP Compliance
and discovering the mediating role of Sanction and Information Security Climate.
New knowledge is also found about how each PL dimension affects employees’
Compliance in the information security context.
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Introduction
In the past two decades, investigating employees’ Compliance to the organizational ISP has been one
of the key focus of the IS scholars (Moody et al. 2018). So far, researchers have examined the impact
of employees’ cognitions about the situation, security counter measures and organizational factors on
their ISP Compliance (Moody et al. 2018). Among these motivators, we contend that leadership is one
of the most essential factors in shaping employees’ ISP Compliance behaviors. This is because that
nearly every aspect in the information security management is under the influence of leaders, such as
deciding the overall information security strategy and polices, carrying out control mechanisms,
organizing training and education programs and so on (Veiga and Eloff 2007). Leaders’ sponsorship
and commitment play a determinant role of the success of organizational information security
campaign (Knapp et al. 2006; Veiga and Eloff 2007).
Several ISP Compliance studies have already investigated some leadership-related concepts, such as
the top management support (Humaidi and Balakrishnan 2018; Knapp et al. 2006), participation (Hu
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et al. 2012) and practice (Chan et al. 2005). These researches assumed that all leaders function on
employees’ ISP Compliance via same paradigms and affect employees in the same degree with same
among of involvement. However, we contend that this assumption is questionable. Firstly, the
influencing process of different leaders can be different. Leaders of different leadership style have
different ways of implementing plans and motivating people (Westwood 1992). They may adopt
different control measures when they support and participate in information security practices. Even
the same control measures are adopted, leaders may have different ways to implement the control
measures, which will result in different employees’ perceptions of the control measures. For example,
in compiling and executing information security policies, some leaders may prefer strict control while
some may prefer a benign approach (Truss et al. 1997). Some leaders may prefer using articulated
prescriptions to regulate their employees’ behavior while some may prefer relying on social power
and self-regulation (Ouchi and Maguire 1975). Secondly, not all the approaches adopted by leaders
are effective. Griffin and Hu (2013) have proved that leaders’ supervision is effective in improving
the employees’ security behavior while encouragement of learning and presenting the organizational
vision of security make no significant impact. Thus, leaders of different leadership style, due to their
different preferences for approaches, may lead to different impact on their employees. This suggests
that we should separately examine the impact of different leadership styles and investigate how they
function via corresponding mediating mechanisms.
Paternalistic Leadership (PL) describes a father-like leadership style (Farh et al. 2000).
Authoritarianism, benevolence and morality are three dimensions of PL. PL researchers have
suggested the effect of PL on employees’ Compliance. They argued that employees are willing to
comply due to fear of leaders’ authority, reciprocation to leaders’ benevolence and identification with
leaders’ morality (Aycan 2006; Aycan et al. 2000; Cheng et al. 2004; Farh 2006; Pellegrini and
Scandura 2006). However, existing discussion about the PL-Compliance relationship is not enough to
explain employees’ ISP Compliance. Firstly, general Compliance does not mean that employees will
comply every time or in every context. How PL affects employees’ ISP Compliance needs to be
discussed combining the context of information security. Secondly, the mediating process has not
been explored. In fact, the three PL dimensions represent three different influencing strategies that
leaders can use to affect employees’ Compliance (Farh and Cheng 2000; Farh et al. 2000). Therefore,
leaders of different PL dimension may adopt different control measures to achieve their goal, which
will result in different indirect impact on employees’ Compliance. In the current research, we adopt
employees’ perception of Sanction and Information Security Climate as the mediators to examine the
impact of different PL dimensions. We focus on these two control mechanisms because they align
with the management styles of PL dimensions and can reflect the difference of PL dimensions in
adopting control mechanisms. By exploring the different control mechanisms adopted by AL, BL and
ML, we intend to reveal that how will the three PL dimensions take effect and are they functioning
through the same mechanism or in their own way, which will provide a clearer picture about how PL
affect employees’ Compliance in the information security context.
Overall, our research makes three major contributions to the existing literature. First, we proved that
leadership style matters in the information security management. We found that all PL dimensions
have positive effect on employees’ ISP Compliance. The extent to which leaders apply AL, BL and
ML will affect their effectiveness in motivating employees’ Compliance to ISP. Second, we found
that the impact of AL on ISP Compliance is mediated by employees’ perception of Sanction while the
impact of BL and ML are mediated by employees’ perception of the Information Security Climate. In
general, these findings suggest that leaders affect employees’ ISP Compliance by carrying out
information security control mechanisms. However, for the three PL dimensions, their mediating
control mechanisms are different. Third, this research contributes to the PL literature. We studied the
impact of PL on Compliance in the information security context and considered information security
control mechanisms as the mediators. In the context of information security, we discovered new
knowledge about how each PL dimension affect employees’ Compliance.
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Theoretical Framework
Paternalistic Leadership
Paternalism was introduced into the management field because leaders resemble the parental figures
when they exercise power and authority to lead subordinates for improving both their personal and
professional lives (Weber 1968). In return, employees behave as compliant children and their
behavior become more controllable (Zhang et al. 2015). Such a father-like leadership style is named
as Paternalistic Leadership (PL) (Westwood 1992). Summarizing the previous researches, Farh and
Cheng (2000) defined PL as a leadership which combines strong discipline and authority, fatherly
benevolence and moral integrity. They proposed a triad model of PL comprising three dimensions,
Authoritarian Leadership, Benevolent Leadership and Moral Leadership (Farh et al. 2000). This triad
model of PL is widely adopted in the PL studies (Pellegrini and Scandura 2008).
Existing literatures have mentioned that PL can influence employees’ general Compliance (Aycan
2006; Aycan et al. 2000; Cheng et al. 2004; Farh 2006; Pellegrini and Scandura 2006). However,
findings in existing researches are neither enough nor accurate to explain how PL affects employees’
Compliance in the information security context. Firstly, the relationship between PL and employees’
Compliance is not adequately addressed and that the findings are not conclusive. Studies that have
investigated the impact of PL on general Compliance are scant with only a few exceptions (Cheng et
al. 2004; Farh 2006; Niu et al. 2009). In these studies, Compliance is often mentioned as a result of
the AL. Though some researchers tested the impact of all PL dimensions on employees’ Compliance,
the theoretical argumentation about BL and ML is missing (Cheng et al. 2004; Niu et al. 2009).
Meanwhile, the findings of these existing studies are inconsistent. Cheng et al. (2004) found that AL
and ML had significant influences on Compliance while BL didn’t have significant impact. In the
work of Niu et al. (2009), AL showed no significant influence on employees’ Compliance while the
impact of BL and ML are significant. Secondly, conclusions found in general Compliance have
limited implication for Compliance in the information security context. First, the measurement of
general Compliance can be problematic. For example, when asked to report their general Compliance,
employees may think of different policies or requirements or have different standards to rate their
general Compliance. Thus, the findings from the general Compliance may be inaccurate. Second,
findings in the general Compliance studies may be unable to explain the Compliance in some specific
contexts. A high general Compliance score doesn’t mean high Compliance in ISP. Employees who
are non-compliant with ISP but comply with most of the policies will still report high score in general
Compliance. Third, in different Compliance contexts, employees may have different considerations.
The influencing factors of employees’ Compliance decisions may also be different. Hence, the impact
of PL dimensions may be contingent on the context. Discussion regarding the features of the
information security context needs to be made to offer in-depth explanation about the impact of PL on
employees’ ISP Compliance. Therefore, we develop the current research to investigate how PL
functions on Compliance in a specific context.
Information Security Control Mechanisms
Sanction Perceptions
Sanctions, also called punishment and penalties, is suggested as a primary formal control mechanism
to reduce employees’ IT misuse (Straub 1990). Sanction perceptions includes the perceptions about
Sanction Severity and Sanction Certainty. Sanction Severity refers to the individual’s belief that
deviant behaviors will be harshly punished. Sanction Certainty refers to the individual’s belief of the
probability that deviant behaviors will be punished. According to the General Deterrence Theory
(GDT) (Gibbs 1975), when one perceives that the Sanction Severity and Certainty are high, the
unacceptable behavior decreases. GDT is based on the notion that people make rational choice for
their behavior, when the fear and anxiety brought by Sanctions towards misconduct overweight the
potential benefit, people would modify their behavior to be proper. Straub (1990) argued that stressing
the Sanctions for ISP non-Compliance can help reduce employees’ violation to ISP. Numerous later
researches also proved the effectiveness of Sanctions in motivating employees’ ISP Compliance (Chen
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et al. 2012; D'Arcy et al. 2009; Herath and Rao 2009a; Herath and Rao 2009b; Hovav and D’Arcy
2012; Johnston et al. 2015). Researchers have also showed that organizations can utilize other
measures, such as procedural countermeasures (security polices and SETA program) and technical
countermeasures (monitoring and auditing), to increase employees’ perceptions of Sanction Severity
and Certainty which could further deter ISP violation (D'Arcy et al. 2009; Hovav and D’Arcy 2012)..
Leadership styles can greatly affect the adoption and implementation of the Sanction mechanism,
which makes Sanction perception a promising mediator for our research. We argue that leaders
influence employees’ perceptions about Sanctions in the following aspects. First, leaders may hold
different preferences for adopting Sanctions (Kelman and Hong 2016). As describe by Truss et al.
(1997), there are two major managerial control approaches in HRM, hard approach and soft approach.
Leaders who adopt the hard approach prefer to utilizing tight control strategies to pressure employees
to behave properly, such as monitoring and punishment. While for leaders who adopt the soft
approach, they prefer not to compel their employees by their superior authority but to influence
employees by nurturing their commitment to work (Kelman and Hong 2016; Truss et al. 1997).
Second, leaders’ activeness in management style affect the monitoring and detection of unexpected
behavior. According to Hinkin and Schriesheim (2008), active leaders will closely observe their
subordinate and interfere timely when employees’ perform deviant behavior while passive leader will
not take action until the problems are apparent. For example, transactional leadership tend to monitor
employees proactively and take quick action to correct misconduct (Bass et al. 2003). While leaders
of laissez-fair leadership usually show no response to the performance of employees (Hinkin and
Schriesheim 2008). Leaders of this type would neither adopt punishment or reward as incentives to
influence employees’ behavior nor spend energy monitoring employees’ behavior. Besides, active
leaders may frequently use email, newsletters and briefings to disseminate the information about
Sanction mechanisms as the fear appeal for non-Compliance (D'Arcy et al. 2009; Johnston et al. 2015).
Without these efforts, employees may be less informed about the Sanction they may face for their
non-Compliance to ISP. Third, leaders’ behavioral consistency may greatly affect the effectiveness of
Sanctions. According to the study of Podsakoff et al. (2006), whether leaders implement punishment
consistently for every deviant behavior and every deviant employees and whether all leaders within
the organization behave consistently in punishment for the same deviant behavior may greatly affect
the Sanction perceptions of employees.
Information Security Climate Perceptions
Information Security Climate perception refers to individual perception of the value of information
security from the organizational policies, procedures and practices in their work environments (Chan
et al. 2005; Flin et al. 2000; Goo et al. 2014; Zohar 1980). This concept was firstly proposed by Chan
et al. (2005) based on the literature of safety climate (Zohar 1980), which has been shown to be a
strong predictor of safety outcomes (Clarke 2006), such as employees’ safety Compliance behavior
(Clarke 2006; Neal et al. 2000) and lower accident rates (Clarke 2006; Zohar 2002a; Zohar and Luria
2004). Inspired by the literature of safety climate, IS researchers also have examined the role of
Information Security Climate in ISP Compliance (Chan et al. 2005; Dang-Pham et al. 2015; DangPham et al. 2016; Goo et al. 2014; Shih and Liou 2015). In information security context, where
information security practices often conflict with other operational demands, such as productivity
(Herath and Rao 2009b), employees’ perception regarding the priority of information security in their
organization is even more important (Zohar 2010).
leadership plays a vital role in the formation of Information Security Climate perceptions. A great
amount of supporting evidences can be found in the safety climate literature. Firstly, leadership have
been recognized as the key elements in the safety climate formation. The significance of leadership
can be seen from the definitions of climate perceptions, in which safety climate is described as the
perceived attributes of supervisory actions (Zohar 2002a), perceived management value (Neal et al.
2000), perceived management support (Flin et al. 2000) and perceived commitment and attitude of
management (Zohar 1980) in emphasizing the importance of safety over other competing work
demands (Clarke 2010). Secondly, other safety climate determinants, such as job challenge and
autonomy, role stress and harmony and group characteristics, are also under the influence of
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leadership (Clarke 2010). For example, leaders’ granting work autonomy to employees, clearly
expressing role expectation and priority, designing cooperative work environment, frequently
communicating with employees regarding the underlying organizational values have been proved to
contribute to employees’ perception of the safety climate of their organization (Clarke 2010; Kuenzi
and Schminke 2009). Additionally, for leaders of different leadership style, their influence on these
determinants are different. For example, they may have different preferences for how much autonomy
should be granted to employees or way of communication, which will result in different level of
safety climate perceptions. Thirdly, past literatures have also investigated the impact of specific
leadership styles on safety outcomes via the mediation of safety climate, such as transformational
leadership, constructive leadership, corrective leadership and laissez-faire leadership (Zohar 2002a;
Zohar and Luria 2004). In the existing Information Security Climate literature, there are also
researches that proposed leadership-related concepts as the determinants of Information Security
Climate, such as leadership (Dang-Pham et al. 2015), management practice, supervisory practice
(Chan et al. 2005; Dang-Pham et al. 2016) and management attention (Goo et al. 2014; Shih and Liou
2015). But they haven’t tested the effect of specific leadership style on Information Security Climate.
In the current research, we contend that different leaders may prefer different control mechanisms.
Sanction mechanisms are likely to be adopted by authoritarian leaders who stressed unquestioned
obedience of their employees (Kelman and Hong 2016). Only by closely monitoring their
subordinates and employing harsh punishment for deviant behavior can they strictly control the
behaviors of their employees (Cheng et al. 2004). Climate is considered as softer and slower than the
Sanction mechanisms, which cannot ensure the absolute Compliance of employees. However, for
benevolent leaders and moral leaders, who value the warfare of their employees and demonstrate
altruism, using Sanctions or compulsory demand disobeys their management philosophy. They may
choose to express expectations through the organizational climate and guide their employees to
understand it and voluntarily comply. Hence, we propose to adopt Sanction and Information Security
Climate to study the different influencing process of the three PL dimensions.

Hypothesis
Based on the above theoretical analysis, we develop a research model and hypotheses (Figure 1).
Authoritarian Leadership describes leaders who stress the power of the authority and control over
subordinates. Such leaders require the unquestioned obedience from subordinates (Farh and Cheng
2000; Farh et al. 2000). Firstly, we argue that, employees’ Compliance to ISP can be just like their
Compliance to all the other policies proposed by authoritarian leaders. This is because that absolute
obedience and perfect completion of instructions are strongly emphasized by the commanding
authoritarian leaders. Secondly, information security practices, such as the requirement of ISP
Compliance, often conflict with or bring impediment to other operational demands, such as
productivity (Zohar 2010). ISP are often ignored to give way to more profiting organizational
objectives (Herath and Rao 2009b). On the one hand, authoritarian leaders’ insistence on highperformance and intolerance to low performance push their employees to exert themselves to
accomplish every assigned tasks (Niu et al. 2009). On the other hand, the strict requirement and
control initiated by Authoritarian Leadership signal the significance and mandatories of complying to
ISP, which reduces employees’ hesitation and reluctance due to costs of time or effort in ISP
Compliance. Therefore, we propose that,
Hypothesis 1a: Authoritarian Leadership positively influences employees’ ISP Compliance intention.
Benevolent Leadership describes leaders who show a holistic concern to employees’ well-being both
in work and in their personal life (Farh and Cheng 2000; Farh et al. 2000). Therefore, the main reason
for employees’ Compliance is that they feel gratitude and want to reciprocate the kindness of
benevolent leaders (Cheng et al. 2004). Besides, both in work and after work, benevolent leaders.
Thus, employees show agreements to their leaders’ decisions, support their policies and comply as
expected. Fulfill their responsibility and obligation to take good care of their subordinates, which
helps them gain identification and respect from subordinates (Chan et al. 2013). In the current context,
information security Compliance is also driven by employees’ willingness to act for the organizational
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interests (Herath and Rao 2009b). Chan et al. (2013) and Mussolino and Calabro (2014) mentioned
that, under the care of benevolent leaders, employees feel that they are the in-group members and
closer to their organization. Thus, benevolent leaders can influence employees to turn from selfinterested goals to the goals of the collective (Wu and Tsai 2012). Therefore, employees are willing to
comply to ISP for protecting the organizational interests. Hence, we propose that,
Hypothesis 1b: Benevolent Leadership positively influences employees’ ISP Compliance intention.

Control Variables

Paternalistic
Leadership
Authoritarian
Leadership

Formal Control

H4 (+)

Age

Education

Gender

Org Size

Sanction

H2 (+)

Benevolent
Leadership

ISP Compliance
Intention

H7 (-)

ISP
NonCompliance
Behavior

H5 (+)
H3 (+)

Moral
Leadership

H6 (+)

Information
Security Climate

Informal Control

H1a (+), H1b (+), H1c (+)

Note:
H1a: Authoritarian Leadership à ISP Compliance Intention
H1b: Benevolent Leadership à ISP Compliance Intention
H1c: Moral Leadership à ISP Compliance Intention

Figure 1. Research Model
Moral leaders align their behavior with moral standards and demonstrate integrity and self-discipline
(Farh and Cheng 2000). Employees’ responses to moral leaders include regarding them as role models,
internalizing their values and imitating their behaviors (Cheng et al. 2004). Since moral leaders would
comply to ISP for organizational information security, employees will learn from their moral leaders
and comply in the same way (Cheng et al. 2004). Moral leaders work unselfishly to serve their
organization, which cultivates an ethical work climate encouraging employee to pursuit the collectives’
interests and help establish their sense of duty and normative commitment to their organization (Erben
and Guneser 2008). Thus, employees may voluntarily comply to ISP because they feel morally
obligated to protect their organizational interests. Moral leaders initiate respectful interactions with
employees (Zhang et al. 2015). Employees feel the virtuous intention of their moral leaders and tend
to support the judgement and policies of their leaders (Chan 2014). Therefore, employees are
confident about their moral leaders’ judgement on information security issues and show their support
by complying to ISP. Hence, we propose that,
Hypothesis 1c: Moral Leadership positively influences employees’ ISP Compliance intention.
According to the General Deterrence Theory (Gibbs 1975), perceived severity and certain of Sanction
can deter undesired behavior. The more an individual perceived the severity and certain of Sanction,
the less likely for them to conduct deviant behavior. This theory has been widely adopted to predict
criminal, anti-social and deviant behavior in work place (D'Arcy et al. 2009). In the IT management
context, Straub (1990) noted that the deterrence measures proposed by GDT are primary and useful
strategies to deter computer abuse. Peace et al. (2003) found that the deterrence measures can
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influence employees’ intention of illicit software copy. Based on these works, information security
researchers have also proved that Sanction perceptions positively related to employees’ ISP
Compliance (D'Arcy et al. 2009; Herath and Rao 2009b). In the context of information security, we
argue that when employees perceived that the severity of punishment for non-Compliance is high,
such as being charged, loss of job, heavy fine or other serious consequences, they will be more likely
to comply to avoid the punishment (Herath and Rao 2009a). Therefore, employees’ willingness to
violate the ISP will decrease. Therefore, we propose that,
Hypothesis 2: employees’ perceptions of Sanction positively influence their ISP Compliance.
According to the definition of James and Jones (1974), climate is considered as a perceptual media
through which the objective characteristics of the working environment are translated into employees’
behavior. Such definitions of climate actually imply the potential impact of climate on shaping
employees’ behavior. Information Security Climate originates from the safety climate literatures,
which have proved as a strong predictor for safety behavior and safety accidents rate (e.g. Zohar 1980;
Zohar 2002a). Especially, researchers proved that safety climate positively related safety Compliance
(Clarke 2006; Kuenzi and Schminke 2009). This is because that safety climate reflects how much
safety is valued by the organization and thus informs employees what behavior will be expected and
rewarded, especially when formal procedures cannot be applied (e.g. Zohar 1980; Zohar 2002a).
Under strong safety climate, to maintain their identity and gain supervisory approval, employees tend
to conduct more safety behaviors (Zohar 2002b). Besides, Clarke (2006) argued that safe climate can
help raise employees’ awareness of safety knowledges, such as rules and significance of safety and
reduce their skepticism about the importance and efficacy of safety measures. Employees with higher
score in safety climate perceptions are more likely to work safely . Based on these evidences, IS
researchers proposed and also verified the impact of Information Security Climate in employees’ ISP
Compliance (e.g. Chan et al. 2005; Dang-Pham et al. 2016). Therefore, we propose that,
Hypothesis 3: employees’ perceptions of Information Security Climate positively influence their ISP
Compliance intention.
Authoritarian leaders are very controlling and rigorous. Punishment and monitoring are often adopted
by authoritarian leaders as effective mechanisms of control to ensure employees’ obedience (Chan
2014; Pellegrini and Scandura 2008). According to Pellegrini and Scandura (2008), authoritarian
leaders support the Theory X proposed by ) which argues that employees inherently dislike work and
they had to be controlled otherwise they would not work properly. Therefore, authoritarian leaders
tend to adopt the hard control strategies, such as directly implementing the reward and punishment, to
ensure employees’ Compliance (Kelman and Hong 2016). Authoritarian leaders mostly concern about
doing things in the right way and ignore the perceptions of their subordinates (Wu and Tsai 2012).
Hence, authoritarian leaders may employ harsh punishment to achieve their goals regardless of the
negative feelings of employees (Farh 2006; Zhang et al. 2015). Meanwhile, knowing the major
concern of their authoritarian leaders, employees will tent to believe that the punishment will be very
likely to happen. Hence, we propose that,
Hypothesis 4: Authoritarian Leadership positively influences employees’ perception of Sanction.
Benevolent leaders show great concern to the well-being of their subordinates and are willing to exert
effort to best secure their interests (Cheng et al. 2004). Therefore, benevolent leaders may tend to
initiate and support a series of information security practices and nurture the corresponding climate to
protect the organizational IT assets. This is because that If the organization encounters severe
information security accidents, such as data breach or hacker attack, the interests of individual
employee may also be threatened (Bulgurcu et al. 2010). Climate perceptions manifest the implicit
values and beliefs of organizations (Ouchi 1977). However, when there are multiple competing work
objectives, sometimes it is not easy for employees clearly understand the values and expectations of
their organization and behavior properly (Zohar 1980). Benevolent leaders are sensitive to employees’
needs and avoid putting their employees in embarrassment or dilemma (Zhang et al. 2015). Therefore,
benevolent leaders would initiate a series of measures, such as training and education program,
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courses, and give a special talk, to emphasize the organizational value and clearly express their
expectation to employees. Hence, we propose that,
Hypothesis 5: Benevolent Leadership positively influences employees’ perception of Information
Security Climate.
Moral leaders feel responsible for organizational and employees’ interests (Wu and Tsai 2012). Since
information breach or IT attacks may cause severe loss to the organization (Chen et al. 2012), moral
leaders feel it as their obligation to protect the information assets in their organization from these
threats. Therefore, moral leaders take information security issues seriously and promote such value
among their employees. According to Erben and Guneser (2008) , moral leaders promote their values
via two-way communication and decision-makings. On the one hand, moral leaders directly explain to
employees about the benefit and importance of information security to their organization. On the other
hand, moral leaders may initiate a series of information security policies, procedure and practices to
protect their organization. These policies and procedures inform employees which behavior will be
rewarded or supported. From these behavior-outcome contingencies, employees can sense the priority
of information security in their organization (Zohar 2002a). Meanwhile, this devoted effort of moral
leaders also signals to employees that information security is valued in their organization. Hence, we
propose that,
Hypothesis 6: Moral Leadership positively influences employees’ perception of Information Security
Climate.
According to Crossler and Bélanger (2014), measuring the actual security behavior is important since
the ultimate goal of information security research is the behavior change. Therefore, we also include
employees’ actual behavior in our study. According to the Theory of Planned Behavior (Ajzen 1991),
intention describes one’s willingness to exert effort to perform a behavior and therefore it is a strong
predictor of one’s future behavior. Though most of the ISP Compliance researches only adopted
intention as the indicator of actual behavior, there are also researchers who measured both the
Compliance intention and actual behavior (e.g. Crossler and Bélanger 2014). These researches
suggested the positive relationship between ISP Compliance intention and actual Compliance
behavior. In the current research, we measured employees’ non-Compliance behavior and propose
that employees with high ISP Compliance intention will be less likely to conduct non-Compliance
behavior.
Hypothesis 7: employees’ Compliance intention negatively influences their non-Compliance behavior.

Method
A survey was conducted to collect data. All the constructs are measured by mature scales adopted
from existing literature. Each item is measured by 7-point Likert scale. Minor revisions were made on
the wording to make the items consistent with our research context.
To measure Paternalistic Leadership (PL), we adopted the scale from Cheng et al. (2004) and Farh et
al. (2000), which measures PL from its three dimensions, Authoritarian Leadership (AL), Benevolent
Leadership (BL) and Moral Leadership (ML). The scale of perceived Information Security Climate
(ISC) is adopted from Chan et al. (2005). The scale of perceived Sanction (SANC) is adopted from
Peace et al. (2003), which has been widely adopted in the IT security literature (e.g. D'Arcy et al.
2009; Herath and Rao 2009a). The scale of ISP Compliance Intention (CI) is adopted from Bulgurcu
et al. (2010). We also asked respondents to report the frequency of their ISP violation to measure the
actual Non-Compliance Behavior (NCB). To control the common method bias, we also measured
employees’ Social Desirability (SD) (Reynolds 1982).
In all, 760 valid questionnaires were collected. 548 questionnaires were from companies and
government agencies while 222 questionnaires were from MBA and EDP classes. Since our data was
collected in China, we translated the scales into Chinese using the back-translation method . A group
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of IS PhD candidates were invited to help check the translation accuracy and language expressions of
our questionnaire.

Results
Measurement model
We examined the Reliability and Validity of all the measured constructs in our model. All the
Composite Reliability coefficients are above 0.7. The AVE of each construct is at least 0.525 (above
0.5). This means that all the constructs can explain more than half of the variances of their items.
Table 1 below shows that, for each construct, its squared root of AVE is larger than its correlation
with other constructs. This suggests good discriminate validity. We also conducted CFA using AMOS.
The CFA model shows good model fit (CMIN/DF= 2.683, GFI=0.919, CFI=0.969, TLI=0.963,
RMSEA=0.047, SRMR=0.0464) and good factor loadings of each construct. Therefore, our
measurement model is valid and reliable.
Table 1. Correlations Among Major Constructs
AL

BL

AL

0.724

BL

-0.271

0.824

ML

ISC

SANC

CI

NCB

ML

-0.278

0.590

0.890

ISC

-0.069

0.323

0.278

0.907

SANC

-0.078

0.334

0.311

0.705

CI

-0.042

0.304

0.333

0.426

0.482

0.943

NCB

0.205

-0.095

-0.165

-0.191

-0.289

-0.544

0.912

SD

0.319

-0.220

-0.319

-0.224

-0.282

-0.431

0.547

SD

0.829

0.730

Note: The squared root of AVEs are bold.
ISC= Information Security Climate; SANC= Sanction;
CI= ISP Compliance Intention; NCB=Non-Compliance Behavior; SD= Social Desirability

Hypothesis testing
Our model is tested by Structural Equation Modeling using AMOS 22.0. Overall, our research model
shows good model fit (CMIN/DF=2.761, GFI=0.931, CFI=0.959, TLI=0.951, RMSEA=0.048,
SRMR=0.0831). The hypothesis test results are showed in Figure 2.
As shown in Figure 2, AL shows significant and positive influence on ISP Compliance Intention
(β=0.278, p<0.001) supporting H1a. BL shows significant and positive influence on ISP Compliance
Intention (β=0.193, p<0.001) supporting H1b. Comparing to AL and BL, ML shows weaker positive
influence on ISP Compliance Intention but the path is also significant (β=0.107, p<0.05). Hence, H1c
is supported. H2, which proposed the positive relationship between perceived Sanction and ISP
Compliance Intention, is supported (β=0.158, p<0.001); H3, which stated that Information Security
Climate positively affects ISP Compliance Intention, is also supported (β=0.161, p<0.001). We found
that AL has positively impact on perceived Sanction (β=0.114, p<0.01). Therefore, H4 is supported.
BL is found to have positive relationships with perceived Information Security Climate (β=0.163,
p<0.001), which supports H5. ML shows significant relationships with perceived Information Security
Climate (β=0.111, p<0.05), which supports H6. H7, which proposed the negative relationship between
ISP Compliance Intention and ISP Non-Compliance Behavior, is also supported (β=-0.352, p<0.001).
For mediation effect, we performed Bootstrap to calculate the indirect effects. For AL, we found that
the indirect effect from AL to CI through SANC are significant (β=0.012, p<0.05). For BL, we found
the indirect effect of BL on CI through ISC is significant (β=0.022, p<0.05). For ML, the indirect
effect of ML on CI through ISC is significant (β=0.008, p<0.05). Therefore, we conclude that the
impact of AL on CI can be partially mediated by SANC, the impact of BL and ML can be partially
mediated by ISC.
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Social Desirability

0.278***

0.193***

Sanction

Authoritarian
Leadership

0.114**

(R2=0.013)
0.158***

ISP Compliance
Intention
(R2=0.245)

Benevolent
Leadership

0.099*

ISP Non-Compliance
Behavior
(R2=0.173)

0.161***

0.163***

Moral
Leadership

- 0.352***

Information
Security Climate
(R2=0.057)
Control Variables:
Age à ISP Compliance Intention: 0.059 NS

0.107*

Gender à ISP Compliance Intention: 0.035 NS
Edu à ISP Compliance Intention: 0.067 NS
Org Size à ISP Compliance Intention: 0.032 NS
Age à ISP Non-Compliance Behavior: -0.052 NS
Gender à ISP Non-Compliance Behavior: -0.033 NS

Note:

Edu à ISP Non-Compliance Behavior: -0.145***

1. All variables are controlled by Social Desirability

Org Size à ISP Non-Compliance Behavior: -0.083*

2. NS p>0.05; * p<0.05; ** p<0.01; *** p<0.001

Figure 2. Model Test Results

Discussion
This research aims to further explore the role of leaders in ISP Compliance management by
investigating the impact of a specific leadership style, Paternalistic Leadership, in ISP Compliance.
We propose that PL can influence employees’ perceptions about the information security control
mechanisms in their organizational, such as employees’ perceptions of Sanction and Information
Security Climate, and then further affect employees’ decisions in ISP Compliance. The findings of
our research show that employees’ perceptions of Sanction and Information Security Climate have
significant and positive relationship with their ISP Compliance intention, which is consistent with
previous literature (e.g. Chan et al. 2005; D'Arcy et al. 2009; Herath and Rao 2009a). More
importantly, we proved that different PL dimensions affect employees’ ISP Compliance through
different information security control mechanism. The impact of AL can be partially mediated by
employees’ perception of the Sanction mechanism while the impact of BL and ML can be partially
mediated by employees’ perception of the Information Security Climate. This finding suggests that
different leadership style functions through different control mode or control mechanisms to influence
employees’ ISP Compliance.
Theoretical Contribution
Our research contributes to the literature in the following aspects. Firstly, for the information security
literature, we introduced in the leadership style perspective and proved the necessity to study
employees’ ISP Compliance from this perspective. Our findings show that all the PL dimensions, AL,
BL and ML, have significant positive influence on employees’ ISP Compliance intention. This
suggests that leaders who score high in these leadership styles will have stronger effect on employees’
ISP Compliance. This finding offers a possible explanation about why some leaders are more effective
than others in motivating employees’ ISP Compliance. Previous literature mostly stressed the more
leaders involved in information security management, the better they can motivate employees’ ISP
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Compliance (Chan et al. 2005; Hu et al. 2012). While our study shows that leadership style also
matters. We found that the extent to which leaders demonstrate the features of certain leadership styles,
such as PL or its sub-dimension leadership styles, will affect their influence on employees’ ISP
Compliance intention. This is a new perspective to understand the impact of leaders on employees’
ISP Compliance. By focusing on leadership style, i.e., the behavioral features of leaders, we can
provide more implications to leaders about how to effectively behave when they participate, support
and initiate practices in information security management.
Secondly, our research proves that leadership styles influence employees’ ISP Compliance via the
mediation of employees’ perceptions of the control mechanisms. This finding has two implications.
First, the control mechanisms offer us a new perspective to understand the process of how leaders
motivate employees’ ISP Compliance. As our findings show, the impact of AL can be mediated by
employees’ perception of the Sanction mechanism and the impact of BL and ML can be mediated by
employees’ perception of the Information Security Climate. Despite the specific mediators from AL,
BL and ML to ISP Compliance are not totally the same, their underlying influencing mechanism are
the same. All these paths suggest that leaders can affect employees’ ISP Compliance by carrying out
or affecting the implementation of the information security control mechanisms, which expands our
knowledge about the influencing process of leaders on ISP Compliance. Therefore, not only for PL,
when studying the impact of different leadership styles on ISP Compliance, researchers may try firstly
looking at how the leaders adopt and implement the information security control mechanisms.
Previous information security researchers rarely took the control mechanisms perspective to examine
the impact of leaders. They mostly adopted employees’ cognitive factors about ISP Compliance, such
as attitude, subjective norm, perceived behavioral control, self-efficacy etc., as the influencing
mechanisms to study how leaders affect employees’ ISP Compliance (Hu et al. 2012; Humaidi and
Balakrishnan 2018). Though Chan et al. (2005) have considered one control mechanism, the
Information Security Climate, as the mediator to examine the impact of leaders practices in ISP
Compliance, the difference in leaders was not discussed.
Second, the information security control mechanisms perspective also helps to explain how different
leadership styles functions to motivate employees’ ISP Compliance. Our research shows that the
specific mediating control mechanisms between PL dimensions and employees’ ISP Compliance are
not the same. AL influences employees’ ISP Compliance via the Sanctions mechanism while BL and
ML function through the Information Security Climate. This may be due to that different leadership
styles have different preferences in the adoption of control mechanisms. Or that, while implementing
certain control mechanisms, the behavioral styles of leaders affect employees’ perception of the real
existence and intensity of the control mechanisms. In previous literature where the difference of
leaders is ignored, all leaders were assumed to function in the same process to influence employees’
ISP Compliance (Chan et al. 2005; Hu et al. 2012). While our research proves that leaders with
different leadership style, they may function through different control mechanisms.
Managerial Implication
Our research also has implications to the information security management practices. Firstly, our
research shows that leadership style matters in the information security management. Which
leadership style is adopted and to what extend the leaders perform the leadership style will affect
employees’ information security behavior? Our research proves that the three dimensions of
Paternalistic Leadership, Authoritarian Leadership, Benevolent Leadership and Moral Leadership, all
have significant and positive influence on employees’ ISP Compliance. Hence, PL combined by AL,
BL and ML, and its single dimension, are beneficial for the information security management in
organizations. Organizations can design training programs to arouse leaders’ attention to their
leadership styles and help them develop and apply proper leadership styles in information security
management.
Secondly, our research shows that AL facilitates employees’ perception of the Sanction mechanism.
Therefore, leaders can treat their employees in the authoritarian way to increase employees’
perception of the Sanction for ISP violation. For example, leaders can require unquestioned obedience
of employees, rigorously monitor their employees’ behavior, execute punishment once violation is
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caught, express that they want everything to be done in the best way they see and show no tolerance
to deviant behaviors, etc. All these efforts will make employees perceive that ISP violation will be
easily caught and will face severe consequences once caught.
Thirdly, we also found that Information Security Climate can be increased by BL and ML. This
suggests that there are two ways for leaders to cultivate the Information Security Climate in their
organization. For example, leaders can nurture the climate by offering supporting programs, such as
the security education, training and awareness program, and an open communication working
environment, to assist employees to make sense of how information security is valued by their
organization. In addition, leaders can deliver the value of information security by showing their good
virtue and morality (Cheng et al. 2004). Employees who regard their moral leaders as role models will
learn from their leaders to concern about the collective interests and develop the sense of duty to their
organization (Erben and Guneser 2008), which will motivate them to make sense of the promoted
values and priorities of their organization and protect their organizational information assets.

Conclusion
Our study examined the impact of Paternalistic Leadership on employees’ ISP Compliance. We
propose that, besides the direct impact, PL dimensions can influence ISP Compliance by carrying out
information security control mechanisms, such as Sanction and Information Security Climate. Our
research model is tested by survey data from 760 employees. We found that all PL dimensions have
positive direct impact on employees’ ISP Compliance. For different PL dimension, their mediating
control mechanisms are not all the same. The impact of AL is mediated by employees’ perception of
the Sanction mechanism while the impact of BL and ML are mediated by employees’ perception of
the Information Security Climate.
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